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The Cloud Business Fax portal now supports using your business Microsoft account for 
single sign-on integration. This means once you have enabled SSO for your portal, your 
users will login using their corporate Microsoft account. Any multifactor authentication you 
have enabled in your Microsoft domain would also be applied to any user attempting to log 
into the Cloud Business Fax portal. 

This document will provide instructions on the key steps to successfully enabling single 
sign-on using Microsoft for accessing your Cloud Business Fax portal. 

 

 

  



Prerequisites 
Prior to enabling this feature, there are some things you may want to do if you have existing 
users on your Cloud Business Fax account. Because logins will change to a user’s email 
address, do the following: 

 

1. Update existing users’ email addresses to their corporate Microsoft email address. 
2. It’s also best to update users' first names/last names to match their Microsoft 

account data. 
3. NOTE: If a user has already created a portal login account and is logging in and 

using the services today, the existing username will be replaced automatically with 
what is configured for their email address once the single sign-on integration is 
enabled. 

4. Once Single Sign-On is enabled, all user creation will occur once any user enabled 
for the portal first successfully logs in via their Microsoft account. Users will no 
longer directly be created in the fax portal. 

The steps above can be done in the Administration and Access section in your Cloud 
Business Fax portal. 

 

Cloud Business Fax SSO Setup 
To enable this feature, login to your Cloud Business Fax portal and go to the new Single 
Sign-On section in Administration. 

 

 

 



To use this feature, there are several steps you need to complete in your Microsoft Azure 
(Encarta) account. 

1. Create and register a new application 
2. Copy the new Application ID and Directory (Tenant) ID. 
3. Set a Redirect URL. 
4. Create and copy the Secret Key. 
5. Set Assignment Required to control which users can login 

 

Follow the next sections to complete the setup in Microsoft Azure (Encarta), noting in the 
above screenshot the fields that you’ll need to capture during the process. Do not 
complete and save the SSO configuration in the Cloud Business Fax portal until you’ve 
reviewed the Completing the SSO Integration section first. 

 

Create a new application 
The first step is to choose the Azure AD tenant where you want to create and configure your 
application. Complete the following actions. 

Choose the tenant 

1. Sign in to the Azure (Entra) portal. 
2. On the top bar, click on your account, and then on Switch Directory. 
3. Once the Directory + subscription pane opens, choose the Active Directory tenant 

where you wish to register your application, from the Favorites or All Directories list. 

 

 

https://portal.azure.com/


4. Click on All services in the portal menu and choose Azure Active Directory. 

Register the app 

1. In the “Azure Active Directory” pane, click on App registrations and choose New 
registration. 

 
2. Enter a friendly name for the application, for example fax-portal 
3. Click Register to register the application. 
4. On the application Overview page: 

a. Copy Application (client) ID. 
b. Copy Directory (tenant) ID. 
c. Both values will be needed to complete the SSO setup in the Cloud Business 

Fax portal. 



 

5. On the application Authentication page, under Redirect URIs, select Web. You will 
need to enter the Redirect URI shown in your Cloud Business Fax portal in the Single 
Sign-On page in this field. Do not copy any examples as yours may be different. 

 
 

6. Click Save. 
7. On the application menu, choose Certificates & Secrets and click on New client 

secret in the Client Secrets section: 
a. Type a key description (for instance Fax Portal Secret). 
b. Select a key duration of either In1 year, In 2 years, or Never Expires. 
c. The key value will display when you select Add. Copy the value to a safe 

place. 

NOTE: This key value will not be displayed again, nor retrievable by any 
other means, so record it as soon as it is visible from the Azure portal. 

d. You'll need this key later to enable SSO in the Cloud Business Fax portal. 



 

8. To control which users have access to the Cloud Business Fax portal, go to the 
Properties page for the new application and set Assignment required to Yes. 

 

 

 

 

  



Completing the SSO Integration  
Before completing and saving your SSO integration in the Cloud Business Fax portal, it's 
important to understand your options for creating users. 

 

User creation 
Prior to completing the SSO setup, complete the following steps in the Cloud Business Fax 
portal: 

You can create initial users one of two ways. 

1. Using your administrator Cloud Business Fax portal login (before SSO enablement), 
create the users in the Administration and Access section of the portal. The first 
name, last name and email address must match how the user is created in 
Microsoft Azure. You can then assign users to the various fax accounts in your 
portal in the Enterprise Services section under Cloud Fax. This way, your users are 
set up with their assigned fax service as soon as they login. Note that after 
enablement, user creation occurs automatically when a user first successfully 
logs in and you can no longer manually create users in the fax portal. 

2. If you don’t have existing users in your Cloud Business Fax portal yet, you can defer 
user creation until after completing the SSO integration. In this method, users are 
created automatically once the user successfully logs in using their Microsoft 
account credentials. However, they are not assigned to any fax resources and will 
not be able to use any of the faxing services. A Cloud Business Fax administrator 
will need to login to the portal and then assign the user to the correct fax service(s). 

 

Enabling the SSO integration 
In the Single Sign-On section under Administration in the Cloud Business Fax portal, do the 
following: 

1. First, it’s recommended to create a Group Policy in Azure and add the Application 
ID for the Cloud Business Fax portal to that, then apply that Group Policy only to 
users needing access to Cloud Business Fax. Do this initially for Administrators of 
the Cloud Business Fax portal. 

2. In the Domain field, enter the domain used for creating the Application ID. 
3. In the Application ID field, enter the ID you created above. 



4. Enter your Tenant ID in the Directory (Tenant ID) field. 
5. Paste the Secret Key you created above for this application in the Secret Key field. 
6. Remember to verify the Redirect URL shown on this screen with the one you saved 

above. 
7. Note that once you click Save to enable the integration, all users logging into 

your Cloud Business Fax portal account will be required to use their Microsoft 
account to login, including administrators. 

8. Click Save to complete the integration. Note you will be logged out of the Cloud 
Business Fax portal as soon as you enable SSO! You will then need to login 
again, but this time, using your Microsoft account. 

9. Next, apply the Group Policy or add the Application ID to users you want to 
authorize to use the Cloud Business Fax portal. 

10. Let your users know they can login to create their accounts. 

 

  



End user login experience 
When your users login to the Cloud Business Fax portal, they will be redirected to Microsoft 
and prompted to enter their email address. The Microsoft login prompt will then ask for 
their password. 

 

 

Note that if you have not assigned permissions to a user to allow access to the portal, your 
end user will see the following error: 

 

 

If this is a new account or the password has expired, they may see an Update your 
password prompt: 

 



 

Once updated, this will be followed by any 2FA or MFA options you have configured for your 
users. If they already have the extra security steps enabled, they will just need to follow 
their normal method of logging into their Microsoft account, such as using Microsoft 
Authenticator. 

 

Otherwise, they may be greeted with an Action Required prompt especially if this is a new 
Microsoft account: 

 



 

Once the user successfully logs in, they might be greeted with a Permissions requested 
prompt. It’s possible that as an Azure Administrator, you may be able to suppress the 
permissions prompt. 

 

 

 

As mentioned in User creation above, it’s possible the user will get logged in, but have no 
fax account assigned to them. Have a process in place to allow your users to request being 
assigned to a fax account. A Cloud Business Fax admin will need to login to complete that 
account assignment. 
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